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u src : https:// github.com/zer0mem
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TTY racing issue 
weak lock ...

1. Requesting for available 
space is locked => SAFE

2. Afterwards working with 
memory not locked, but 
fast & SHOULD be safe

3. 5ÐÄÁÔÉÎÇ Ȱusedȱ ÍÅÍÂÅÒ 
is NOT locked => BUG



TTY racing issue 
core of the BUG

PROBLEM ̔

ɆTTY { master + slave }

ɆMultithread access! 

GOAL : 

Ɇattempt to return there IS a space, even there is NOT!

PLAN:

Ɇwrite to master

Ɇwrite to slave

Ɇcause RACE-CONDITION

TIMING ISSUE :

Ɇmemcpy + memset prologon execution gap

Ɇwrite(tb->size) to slave (SLOW!)

Ɇwrite(1) to master (FAST!)



Race OK! What is next ?

1. Race for int confusion 
2. buffer overflow

3. control content of 
consecutive blocks !

4. do overwrite to 
consecutive blocks

5. gain control



TTY Ƶproblem 1. openpty

1. Lack of implementation in 
current NDK : armeabi-v7a + 
API level 19

2. That means even not dlsym!

3. Find out how to implement it : 
https://github.com/gavinlin/dr
opbear-for-
android/blob/master/openpty.
c

4. Find out IF IT WORKS! 

5. Find out how it works, and 
implement it for our needs!

https://github.com/gavinlin/dropbear-for-android/blob/master/openpty.c


TTY PoC TTY boosted PoC

http://blog.includese
curity.com/2014/06/e
xploit-walkthrough-
cve-2014-0196-pty-
kernel-race-
condition.html

TTY - PoC vs android vs
implementation



TTY - PoC vs android vs
implementation

ǐwrite to slave/master are 
ȬÁÓÙÎÃÈÒÏÎÏÕÓȭȦ ɉ%#(/ ÆÌÁÇȦɊ
Ƶnot necessary thread for race!

ǐopen("/dev/ptmx") instead of  
openpty
Ƶopen just master! 

ƵuÓÅÄ ÆÏÒ 3,!" ȬÍÁÇÉÃȭ

ǐioctl calls just for slaves
Ƶopen slave to master when it comes to 

exploitation

ǐnow it should be clear from code, 
what is doing!

https://blog.nelhage.com/2009/12/a-brief-introduction-to-termios-termios3-and-stty/

https://blog.nelhage.com/2009/12/a-brief-introduction-to-termios-termios3-and-stty/


TTY Ƶproblem 2. 
android debug ?

Windows ;) Linux :O



Linux debugging Ƶbut ...



Linux debugging Ƶbut ...

TTY Race ɀvbox+ emulator! Goldfish + Source Inside ?



[  PART-II  ]
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