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What this workshop about?
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Questions during/after and instead of workshop.



Who am I?
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What this workshop about?

The workshop agenda:
1. Hands-on theory (you will execute couple of commands). During

this part I will not come to help you. I will help you after theory.
2. Theory (1-2 hours).
3. Practice (1-2 hours) so you may leave if you don’t want it to do.



What this workshop about?

The workshop goal:

Atract you interest with side-channel attacks.



What this workshop about?

The workshop is about side-channel attacks: 

how to extract the cryptographic key using physical data



What this workshop about?

The workshop is about side-channel attacks: 

how to extract the cryptographic key using physical data

Sounds crazy?



PART 0. Power trace acquisition



Power traces acquisition

Each electronic device require power 
to perform computations.

Typical power supplies are 0.95 –
1.8V depending on the technology.

During the work electronic device 
drains current to the ground, 
transforms energy and etc, i.e. device 
consume power.
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Power trace plotting
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Power trace explanation



Power trace plotting

Start Virtual Machine and open folder:

Desktop/DPA_Workshop/AES_STM8_Example

There should be file Task1 – open the file and follow all the steps (7-
13) to plot power curves. 
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Power trace explanation
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Power trace explanation
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Power trace explanation
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PART 1. The truth is out there…*

* This part is boring, don’t not fall asleep
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Examples of side-channels
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Examples of side channels: model of the atom



Examples of side channels: volume definition



Examples of side-channels
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Algorithms are just physical signals
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Side channel leakages
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Side channel leakages
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Power consumption
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Power consumption
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Power consumption
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Power consumption
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Power consumption: D flip flop
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Power consumption: D flip flop
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Power consumption in microcontroller
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Power consumption
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Mathematics
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PART 2. Side channel attacks



Side channel preliminaries
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Power consumption: D flip flop
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Side channel preliminaries
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Side channel preliminaries
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PART 2. Practice 1-2 hours
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